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Guide to Registering for the DUQO System
from Your Mobile Device

Introduction: DUO is a multi-factor authentication system that enhances the security
of your online accounts by requiring a second form of verification in addition to your
password.

This guide will walk you through the steps to register for DUO using your mobile
device.

Step 1: Download the DUO Mobile App

¢ Open the relevant app store on your mobile device and download the DUO Mobile

app.
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We're always working to improve user
experience in Duo Mobile. This update
introduces various behind-the-scenes Ty
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Protect any account with
two-factor authentication

Step 2: Begin Registration on Your Mobile Device
Start the registration process by following the link you received in an email from

Duo Security no-reply@duosecurity.com
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Step 3: Follow the Instructions
¢ Click on the link in the email.
e Press ”"SET UP START".
o Select "MOBILE PHONE" and click "CONTINUE”.
e Choose your mobile phone type and click "CONTINUE.

e Enter your mobile phone number in the format 50-XXX-XXXX (without the leading 0)
and click "CONTINUE”.

e Click "Take me to Duo Mobile.

This is an automated email from Duo Security.

Your organization invites you to set up a user account for Duo. You will find instructions from your Duo
administrator below. If you have questions, please reach out to your organization's IT or heip desk team.
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Hello,
Your organization is now rolling out Duo Security, a friendly and secure way for you to log
into your applications. Your administrator has invited you to set up your account for Duo

50 you can start logging in.

To begin, click this link to enroll a phone, tablet, or other device:

https://api-S3facc2f.duosecurity.com/frame/portal/va/enroll?

Duo Security is a two-factor authentication service that strives to be easy to use and
secure. To learn more about Duo authentication, visit the guide here:

https://guide.duo.com/enroliment
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Protect Your Reichman
University Account

Start setup

Two-factor authentication enhances the security of your
account by using a secondary device to verify your identity.
This prevents anyone but you from accessing your account,

even if they know your password.

This process will helb vou set ubp vour account with this
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What type of device are you
adding?

@ Mobile phone RECOMMENDED

Tablet (iPad, Nexus 7, etc.)
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What is this? C§ Android
Need help? Windows Phone

Secured by Duo
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Example: 50-123-4567

You entered 052-851-4024. Is this the correct
number?
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Finish by Connecting to Duo Mobile

To complete enrollment, we need to open the Duo Mobile
application and connect your account.

Take me to Duo Mobile

Enroll by scanning a QR code or via activation link.
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Step 4: Scan the Barcode

e A barcode will appear on the screen. Open the DUO Mobile app and scan the barcode

displayed.
* . . .
:‘ Activate Duo Mobile for iOS
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Reichman University 1. Open Duo Mobile.
. 2 Tap the "+ butten.

What is this? [ 3. Scan this barcode.
Meed help?

Email me an activation link instead.

Secured by Duo

Step 5: Save Your Settings
e Click "SAVE".
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Organization
Reichman University

Account name

Reichman University

Username or email to be displayed
for this account.

Save
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Using DUO for Authentication:

e When you attempt to log into a system or application that requires authentication, a
window with a 3-digit code will appear on the screen. Enter this code into the DUO
app and press " Verify”.

Enter code in Duo Mobile

Verify it's you by entering this verification code]

in the Duo Mobile app...
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Other options

Need help?

e  After verification, you can continue working.
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Important Note:

e The code is personal and temporary. Do not share it with anyone else. If the DUO
window pops up on your mobile device when you are not trying to log in, it is possible
that your password has been compromised. In such a case, contact the IT department
as soon as possible.

Good luck!



