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Source of Cyber Security Innovation

Mostly Cyber Security innovation is generated by startup-
companies based on knowledge the founders acquired in the IDF

() ©
Ben-Gurion University ANTTRINIINA 1IN0 PN g0 k 4
] of the Hegeyr e Homeland Security Research Institute v

Ben-Gurion University NTOAIYIZNA[IND'2 13PN (DDA | :
JAQ of the Negev Homeland Security Research Institute

The Role of the Academia in Promoting
Cyber Innovation

June, 2014

Yuval Elovici, Prof.
Director of Telekom Innovation Laboratories
Head of BGU Cyber Security Labs




Academic contribution to cyber innovation

The increase in cyber security attack sophistication will intensify
the demand for academic support.

¢ Anomaly detection Algorithms
IDS * Honeypots

¢ Static analysis based on ML techniques
Malware * Dynamic analysis

* New cryptographic algorithms
Crypto * Analysis of security protocols

Ben-Gurion University ATT0I 200 02 1pn’ g k 2
]; of the Negev ° Herneland Security Research Institute v

Academia is Faster than industry

Research conducted by Prof. Lior Rokach and Prof Yuval Elovici

Distributed Denial of Service

* Attacks
* Mitigation technologies

Botnet

* Platform for launching cyber attacks
* Detection is based on detecting C&C

Advanced Persistent Threat

¢ Launched by advanced attackers
 \Very hard to detect

Ben-Gurion University TNITAI TG N0 TpNS paoT @
]; of the Negey o HomelandSecumyResearthInstltutev
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Academia’s contribution to cyber innovation

Supporting
development of
innovative
products

Transfer of
innovations to
startup companies

Graduates studies
focusing on Cyber
security
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Transfer of Innovation from BGU to Industry
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Yuval Elovici, Prof.
Director of Telekom Innovation Laboratories
Head of BGU Cyber Security Labs
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Cyber Innovation Israel
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Founded 2011 - Midreshet Ben-Gurion incubator
Artificial Intelligence detects bad website users

“Smart approach that advances the traditional
sighature based identification” - IDC

“Heuristics as the next step in security” - Barclays

Al Learmng to Identify Cyber Attacks

An Israell company has dev \ouu ylmc pabie of locating suspicious behaviors en the Web.
The )' stem has already been installed in several Israeli infrastructures

lin[w! §]+ : =

The Israeli company Hytrid Security has developed a system
called Telepath, which makes use of artificial intelligence for
Spoiting SUSPICIous behaviors in Web and intranet sysiems, The o wiwat 11 e n F 3 L | 3o
company is presantly launching a secand version of the
system, which was installed last year in several national Cyber Threats: Net psychcﬂogy
in Israel in the ofan pilot
e e ]

The system includes more than ten algorithms developed by Artificial intefigence researchers are constantly rying to teach machines to think like humans.
the company, which examine the user's surfing process and Despite all theis wfiorts, though, thare's & mssive gap betwsan human and mackine prychology.
the various aspects of his behavior. The Al studies the surfers behaviors, leams what 1o expect and 1o locate ” an uiing 10 form & pew,

the abnormalities in the framework of hisnetwork acivity. | | information security.




So... you have a great idea?

S HwBRIO
SECURITY

Funding

Chief Scientist

*Incubator program

*Kidma

Matimop

*Starting entrepreneurs
*Bilateral R&D

Ministry of Defense (MAFAT)
*Cyber warfare R&D

S HyBRID
SECURITY




R&D

* Inter-University Computation Center

* Prime Minister Office
— Government offices
— Academic programs

* Early adopters / critical infrastructure
— Banks
— Telecoms

— Utility companies

S HyBRIO
SECURITY

Marketing

* Ministry of Foreign Affairs: foreign
delegations

* Ministry of Economy: commercial attachés
* Export Institute: global marketing

* Chambers of Commerce:
international partnerships

* Prime Minister Office:
foreign governments 1 G\ L IS &

h | T '.
S HyBRIOD _
SECURITY
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ISRAEL AEROSPACE INDUSTRIES

Israeli Innovation in Cyber Technology
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Unclassified
Iﬂ’ This document contains pmpnetary of lzrael i} Industries [td. and may not be reproduced, copied,
. dizclozed or utilized in any way, in whale orin part, without the prior witten conzent of lzrael Aerospace Industries Ltd. 1

Meet Mr Hacker!

Fake Identity

Huge Amounts of Data

Encryption

Unclassified
Iﬂ’ This decument cortains propristary i ion of |zrael pace Industries [td. and may not be reproduced, copied,
= disclasad or utilized in any way, in whale arin part, withaut the priar written consenit of lsrasl feraspace Industries Ltd 2




The (Black-Hat) Hackers are Winning !

US cybercrime: Rising
risks, reduced readiness [ 'dib"
Key findings from the 2014

US State of Cybercrime Survey VI rR T osnyamge.

respondents to the US State of
Cybercrime Survey detected a security
event in the past 12 months, and more
than a third (34%) said the number of
security incidents detected increased
over the previous year. So it’s no surprise
that more than 59% of respondents said
that they were more concerned about
cybersecurity threats this year than

in the past.

hitp: Mwweewy pwic.comfen US/usincreasing-it-effectiveness/publications/assets/2014- us-state-of-cybercrime. pdf

7 Unclassified
Iﬂ’ This document contains propristary i ion of lsrael i} Industries [td. and may not be reproduced, copied,
. dizclozed or utilized in any way, in whale orin part, without the prior witten conzent of lzrasl Aerospace Industries Ltd.

IAlI Cyber Innovation Drivers

@ Cyber as an EVOLUTION and not (only) a REVOLUTION
@ Adapting legacy Radar, Electronic Warfare, C41 and Comm. Capabilities

@ Diverse competencies
@ Collaborating with Israeli (& other) Start-Up companies
@ Establishing Cyber Innovation, Research & Development Centers

@ Protecting IAl's IP, firmware, network & systems
@ A test-bed for |AlI's Cyber capabiltie
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Cyber as an EVOLUTION and not (only) a REVOLUTION
Utilizing Radar and EW Techniques in Cyber

@ The Challenge in Creating a Radar Situation Picture
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IAl's Cyber R&D Centers
Combining White Hat Hackers, Researchers and Engineers

Target S\{s:tem 1 i Solution proof of
vulnerability & Exploit concept &
protocol research P prototype

Deployment &

Lab Testing Productization SOPs
Support

Ongoing:
Handling changes
in Target System

—

. & protocol () .
CYBERIA Custr[)dlo

Hacking

Engineering

Advanced Cyber Solutions

Cyberia — IAl's Cyber Custodio — 1Al's Cyber Early
Accessibility Research Center Warning R&D Center
{Israel) (Singapore)
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Ensuring Innovation with a Cyber Early Warning Center
- A Service Oriented Approach

Government offices and CNIs as subscribers

Centralized Handling of Cyber Threat Monitoring o @ @

Forming a national database and forensic center
capabilities for Cyber threats

Q@ Fopulating news, threats and security measures oﬂ@“ﬂo

Ability to perform forensics at the national level

Y

@ Bi-Directional relationship with subscribers

Q@ To CEWC: Collection, information, new
threats/virus/maiware

Q@ From CEWC: intelligence, hew
threats/virus/malware, policies and procedures
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